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Building a Proof-of-Concept Environment for Interoperability Between Japan and Taiwan’s
Digital Trust Infrastructures
—KGRI and ITRI Advance Technical Validation of International Mutual Recognition Based on a
Three-Layer Model —

Keio University Global Research Institute (KGRI) and Taiwan’s Industrial Technology Research
Institute (ITRI) are developing a proof-of-concept environment that connects the Digital Trust
Infrastructures of Japan and Taiwan to assess the feasibility and interoperability of International
Mutual Recognition. The joint proof of concept is based on the three-layer model proposed by KGRI.
KGRI and ITRI will sign a Strategic Cooperation Agreement (SCA) at the 16th Cyber Security
International Symposium and advance their collaboration. To put this initiative into practice, the
two institutions will work with Taiwan, a global leader in the semiconductor industry, to jointly
develop the infrastructure, contributing to stronger global supply chains that support economic

security.

1. Main Points of Research

- KGRI[*1] and ITRI[*2] are advancing a joint proof of concept for international mutual
recognition between the digital trust infrastructures of Japan and Taiwan.

- Based on the three-layer model proposed by KGRI [*3][*4], the project will connect proof-of-
concept infrastructures in both regions and technically assess interoperability and the feasibility
of international mutual recognition through trust functions such as digital signatures and
verification.

+ The development of this infrastructure in collaboration with Taiwan, a global leader in the
semiconductor industry, will contribute to strengthening global supply chains that are vital to
economic security.

2. Background of Research

Cross-border data flows require more than mechanisms for exchanging data. Users also need
mechanisms to verify the authenticity of the issuer and the integrity of issuer documents.
Enabling these checks across different institutional and technical environments is a key
challenge for trusted data flows.

Following Japan’s G7 presidency and India’s G20 presidency in 2023, KGRI has advanced
demonstrations on International Mutual Recognition with the European Commission and
relevant institutions in India [1-5]. This initiative extends that collaboration to Taiwan and will
build technical knowledge on verification between the Japanese and Taiwanese infrastructures.
ITRI is carrying out the project under a commission from the Administration for Digital
Industries (ADI) [*6], which is part of Taiwan’s Ministry of Digital Affairs (MODA) [*5], and has
partnered with TAIWAN-CA INC. [*7] and Chunghwa Telecom [*8] to jointly develop the proof-
of-concept infrastructure and connect the bilateral environments.

3. Content of Research and Results
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In Japan, KGRI will lead development of the proof-of-concept digital trust infrastructure in
cooperation with private-sector companies. In Taiwan, ITRI will lead the development of the
corresponding infrastructure. The two environments will then be connected.

In the connected environment, the project will assess the feasibility and interoperability of
international mutual recognition through the validation of digital certificates and the
application and verification of digital signatures on documents. The proof-of-concept
environment will be demonstrated at the 16th Cyber Security International Symposium [*9].
4. Future Developments

Through the joint proof of concept, the two institutions will build technical knowledge and aim to
realize Data Free Flow with Trust (DFFT) [*10] between Japan and Taiwan. They will apply the
findings to collaboration on digital trust infrastructures with other regions, beginning with
ASEAN and extending to the EU, India, the United States, the Global South, and other regions.
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Glossary

21 Digital Trust: Mechanisms that enable users of a document to verify that its issuer has not
been spoofed and that the document has not been tampered with.

2 Three-Layer Model: The model proposed by KGRI, which organizes the functions of Trust
Application Services, Trust Data Distribution, and Trust Service Infrastructure into layers and
enables them to work together.

eData Free Flow with Trust (DFFT) is realized with Three-Layered
Architecture
® Trust Application Service Layer: Input/Output of data and use of data
@ Trust Data Distribution Layer: Securely exchange data with entities
® Trust Service Layer: Trust by preventing tampering and spoofing
eInternational Mutual Recognition of Trust Service Infrastructure

https://d-trust.sfc.wide.ad.jp/#g7
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*Please direct any requests or inquiries to the contact information provided below.

+ Inquiries about research
Keio University Global Research Institute (KGRI)
Cyber Civilization Research Center (CCRC)
E-mail: d-trust@sfc.wide.ad.jp https:/d-trust.sfc.wide.ad.jp/

+ Inquiries about press release
Keio University Global Research Institute (KGRI)
Tel: +81-3-5427-1702
E-mail: kgri-pr@adst.keio.ac.jp https//www.keio.ac.jp/en/org/kgri/
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